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Wirttemberqg
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Data protection statement and notes on
data processing — information to be
provided pursuant to Art. 13 and 14 GDPR

At Baden-Warttemberg International (BW i), we take the protection of your
personal datavery seriously. We treat your personal data confidentiallyandin
linewiththe statutory data protectionregulations. The following explains how we
manage your personal data.

If you have any further questions, please do not hesitate tocontact us.

1. Generalnotes and mandatoryinformation

Personal data are data that can be usedto identifyyou personally. Thisdata
protection statement explains which datawe collect and what we use themfor.

A.CONTACT RESPONSIBLE

Baden-WurttembergInternational

Gesellschaft fUrinternationale wirtschaftliche und wissenschaftliche
Zusammenarbeit mbH, represented by managing director Dr. Christian Herzog
Willi-Bleicher-Str.19

70174 Stuttgart

Germany

Telephone:+49 (0)711/ 227 87-15

Fax +49 (O)711/ 227 87-22

E-mail: info(at)bw-i.de



B.CONTACT DETAILS FOR OUR EXTERNAL DATA
PROTECTION OFFICER

Technische Akademief.berufliche Bildunge. .
BerndHerrig

Lorcher StraBe 119

73529 Schwdabisch Gmiund

Germany

Telephone:+49 (0) 7171/ 31-4091

E-mail: bernd.herrig(at)technische-akademiede

C.YOUR RIGHTSAS THEDATA SUBJECT

You have therighttoreceive informationfree of charge at alltimesrelatingtothe
source, recipient and purpose of your stored personal data.

You have therights afforded by Art. 15to 21 GDPR:

« Rightofaccess(Art.15 GDPR): If your personal data are processed, you
have theright to obtainaccesstoyour storedpersonal data.

o Righttorectification (Art. 16 GDPR): Ifinaccurate personal dataare
processed,you have theright to rectification.

« Righttoerasure, torestrictionof processingandto object (Art. 17,18 and 21
GDPR):Ifthe statutory prerequisites are met, you can demand the erasure
or restriction of processing of data and can object to processing.

o Righttodata portability (Art. 20 GDPR): If you have consentedtodata
processingor a data processingcontractisinplace anddata processingis
carried out by automated means, you have aright todata portability as
appropriate.

Where data processingis carried out based on your consent pursuantto Art. 6
No.1(a) GDPR, such consent canbe revoked for the future at any time. This will
not affect the lawfulness of dataprocessing carried out before revocation of
consent. Ifwe process your data for the purposes of legitimate interestsonthe
basis of Art. ©No. 1Sentence1(f) GDPR, you canobject to such processing for
reasons relatingtoyour specific situation.

If you wishtoobject or exercise any otherof the aforementionedrights, please
getintouchwithusdirectly:



Gesellschaft fUrinternationale wirtschaftliche und wissenschaftliche
Zusammenarbeit mbH, represented by managing director Dr. ChristianHerzog
Willi-Bleicher-Str. 19

70174 Stuttgart

Germany

Telephone:+49 (O)711/227 87-15

Fax +49 (0)711/ 227 87-22

E-mail: info(at)bw-i.de

D. RIGHT TOLODGE A COMPLAINT

You also have the optionto contact the dataprotection offer (contact details
provided aboue) or the data protection superuisory authority with acomplaint.
The dataprotection supervisory authorityresponsible is:

Der Landesbeauftragte furden Datenschutz unddie Informationsfreiheit Baden -
Wurttemberg

KonigstraBe10a

70173 Stuttgart

Germany

Telephone: +49(0)711/ 615541 -0

Fax +49 (0)711/ 6155 41-15

E-mail: poststelle@Ifdi.bwlde

Internet: https://www.baden-wuerttemberg.datenschutz.de https://www.baden-
wuerttemberg.datenschutz.de

2. Datarecording on our website

Dataprocessingon thiswebsiteis carried out by the website host. You canfind
the host’s contact detailsinthelegal notice forthiswebsite.

Oneway inwhichyour data are collectedis when you provide these datato us.
Forexample, these canbe datathat you enterina contact form. Otherdata are
recorded automatically or afteryour consent by our I'T systemswhenvisitingthe
website. These mainlyinuolue technical data (e.g. internet browser, operating
systemor time the site was accessed). These dataare recorded automatically as
sSO0N as you enterour website.


https://www.baden-wuerttemberg.datenschutz.de/
https://www.baden-wuerttemberg.datenschutz.de/

Some of the data arerecorded to ensure that the website canbe displayed
properly. Other data may be used toanalyse your user habits if we have received
consenttodo so.

We willonly pass on your personal data toexternalrecipients withinthe EU orin
thirdcountriesifthisisnecessaryinorder toprocessyour request, you have given
your consent or thisis otherwise permitted by law.

A.ANALYSIS TOOLS AND TOOLS FROM THIRD-PARTY
PROVIDERS

Whenyou visit ourwebsite, your browsing habits may be statisticallyevaluated.
Thisismostly done usingcookies and what istermed ‘analytics software’. Your
browsinghabits are analysed anonymously; browsinghabits cannot be traced
back toyou. You canobject tosuch analysis. Youcan finddetailed informationin
the followingdata protection statement.

You canobject activelytothis analysis usingthe cookie banner.

B.SSLOR TLS ENCRYPTION

Thissiteuses SSLor TLS encryptionforsecurityreasons and to protect the
transmission of confidential content, forexample orders or enquiries that you
sendtous as thewebsite host. Youcanrecognise an encryptedconnection
because the browser address switches from “http://"to "https://"and by the
padlock symbol inyour browserline.

When SSLor TLS encryptionisactivated, the datayou transferto us cannot be
read by third parties.

C. COOKIES

Some internet pages use cookies. Cookies do not damage your computerand do
not containviruses. Cookies serue tomake our offeringmore user friendly, more
effective and more secure. Cookies are small text files that are stored on your
computer and that your browser saves.

Most of the cookies we use are what are called ‘session cookies'. Theyare
automatically deleted at the end of your visit. Other cookies remain onyour end
device untilyou delete them. These cookies allow usto recognise your browser
next time you visit our site.

You canalso choose browser settingstonotifyyou when cookies are sent and to
only allow cookies inindividual cases, tonot allow the acceptance of cookies for



certaincasesorin generaland to automatically delete cookies when the browser
isclosed. The functionality of thiswebsitemay be restrictedif cookies are
deactivated.

Cookiesnecessary for electronic communication or for the prouision of certain
technical functions are stored onthe basis of Art. 6 No. 1(f) GDPR.

We use these cookiestoimprove our offering for you. Anonymised datafrom
visitorstothe website canbe used to analyse and assessthe user flow. This
allows us to optimise aduertisingandwebsite content inaccordance with Art. 6
No.1(a) GDPR:

Name Purpose Expiry Type Provider
_ga Usedto distinguish between users 2\years HTML | Google
_gat Usedto limitthe requestrate Tminute HTML | Google
_gid Usedto distinguish between users Tday HTML | Google
_ga_— Storesthe current session status 2years HTML | Google
container-
id—
_gac_—- Contains information on 3months HTML | Google
property- campaigns for the user. If you have
id— linked your Google Analytics to

your Google Ads account,

efficiency measurement elements

will read this cookie unless you

have deactivated it.

D. SERVERLOGFILES

The site prouiderrecords and automatically storesinformationin serverlogfiles
that your browser automaticallysendstous. These are:



o Browsertypeand browser version

o Operatingsystemused

o ReferrerURL

e Hostname of the computer accessingthessite
o Timeoftheserverrequest

o |Paddress

Thesedata are not merged with otherdata sources.

Thesedata are recorded on the basis of Art.  No. 1(f) GDPR. The website host
has alegitimate interest inthe presentation and optimisation of its website free of
technicalerrors —todo this, the seruerlog files must be recorded.

E. CONTACT FORM

Whenyou send us requests usinga contact form, your details fromthe form
includingthe contact details you provide there are stored by us for the purpose of
processingthe request and for the event of follow-up queries. \We will not passon
these datawithout your consent.

The dataenteredin the contact formare thus processed solely on the basis of
your consent (Art. 6 No. 1(a) GDPR). Youcan revoke consent at any time. To do
so, simply send us an e-mail. The lawfulness of data processing carried out
before revocationremains unaffected.

The datayou enterinthe contact form are kept by us until you demand erasure,
reuoke your consent for the data to be stored or the purpose of storingthe data
nolonger exists (e.g. processing of your query has been completed). Essential
statutory provisions —inparticularretention periods — remain unaffected.

F.SOCIALMEDIA

(1) Facebook:

Whenyou visit our Facebook page, Facebook collects datasuchas your IP
address aswell as furtherinformation stored on your PCinthe form of cookies.
Thisinformationis used toprouide us as the host of the Facebook pages with
statisticalinformation about how the Facebook page is beingused. You canfind
more detailedinformation about this from Facebook using the followinglink:
https://facebook.com/help/pages/insights.



We only collect yourdata via our fanpage inorder to facilitate potential
communicationand interactionwithus. The datacollecteduiathe fanpage
generallyinclude your name, the content of your message, the content of

comments as well as the profile information provided ‘publicly’ by you.

The processingof your personal data for our purposes outlined above takes
place based on our legitimate commercial and communication interestsin
offeringan information and communication channel pursuant to Art. 6 No. 1 (f)
GDPR.Ifyou as a user have givenconsent todata processingto therespective
social media provider, thelegal basis for processingextendstoArt.  No. 1(a), Art.
7 GDPR.

Due tothefact that datais actually processedby the social network prouider, our
optionsfor accessingyour dataare limited. Only the social mediaprovider is
entitledtoaccessyourdata infull. As aresult, only the provider can take and
implement direct measures to obserue your rights as a user (request for
information, erasure request, objection, etc.). Thismeans that the most effective
way toexercise your rightsisdirectlyvis-a-vis therespective prouider.

We and Facebook are jointly responsible forthe personal content of the fanpage.
Rightsof data subjects canbe exerciseduis-a-vis Facebook Ireland and us.

In accordance with GDPR, the primary responsibility for processing Insights data
lieswithFacebook, and Facebook meets all duties arisingfrom GDPR inrespect
of the processingof Insights data; Facebook Ireland will make the essence of the
Page Insights Addendum available to data subjects.

You canfind more details directly at Facebook (Addendum with Facebook):
https://www.facebook.com/legal/terms/page_controller addendum.

(2) Twitter

We and Twitterare jointly responsible forthe personal content of the fanpage.
Rights of data subjects canbe exerciseduis-a-vis TwitterInc.andus.

In accordance with GDPR, the primary responsibility for processing Insights data
lieswith Twitter,and Twitter meetsallduties arisingfrom GDPR inrespect of the
processingof Insights data; TwitterInc. will make the essence of the Page
Insights Addendum available to data subjects.



We do not make any decisionsregardingthe processing of Insights dataand all
otherinformationresultingfrom Art. 13 GDPR, including thelegal basis, identity of
the controllerand storage period for cookies on users end devices.

You canfind more informationdirectly at Twitter: https://twitter.com/privacy.

(3.) LinkedIn:

LinkedInis a socialnetwork of LinkedIn Inc. withregistered office in Sunnyuale,
California, USA that allows users to create personal and professional profiles.
Users can maintaintheirexistingcontacts and make new contacts. Companies
can create profiles towhich photos and other corporate information are added.
Other LinkedIn users have accesstothisinformationand canwrite theirown
articlesand share thiscontent with others.

The focusison a professional exchange about specialist topicswith people who
have the same professionalinterests. Inaddition, LinkedInis often used by
companies and other organisations torecruit staff andto present themselues as
an interestingemployer.

You canfind more information about LinkedIn at https://about.linkedin.com/

You canfind more information about data privacy at LinkedInhere:
https://www.linkedin.com/legal/privacy-policy

We do not collect orprocess any personal data viaour Linkedlncompany page.

(4.)YouTube

Dataprocessingon YouTube isthe responsibility of Google Ireland Limited,
Gordon House, Barrow Street, Dublin4, Ireland. YouTube collects and processes
certaininformation about your visit toour YouTube page evenifyou do not have
aYouTube accountor are not logged into YouTube. You can findinformationon
the processingof personaldata by YouTube at:

https://policies.google.com/privacy?hl=endgl=de.
In addition, YouTube prouides analytics data. These are anonymous statisticswe

use toassessthe quality of our YouTube page and our content.

The processingof your personal data for our purposes outlined above takes
place based on our legitimate commercialand communicationinterestsin
offeringan information and communication channel pursuant to Art. 6 No. 1(f)



GDPR.Ifyou as a user have givenconsent todata processingto the respective
social media provider, thelegal basis for processingextendstoArt.  No. 1(a), Art.
7 GDPR.

G.ANALYSIS TOOLS AND ADVERTISING BY GOOGLE
ANALYTICS

Thiswebsite usesfunctions of the web analysis seruice Google Analytics. The
provider is Google Inc., 1600 Rmphitheatre Parkway, Mountain View, CA
QLO4LZ, USA

Google Analyticsisusedinaccordance with Art. 6 No. 1. (a) GDPR.

Google Analytics uses cookies. These are text files that are stored on your
computer and that make it possible toanalyse your use of the website. The
information generated by the cookie concerningyour use of thiswebsiteis
generallytransferredto a Google seruerinthe USA and stored there.

You canuse the corresponding settinginyourbrowser software to prevent
cookies from being stored. We would like to point out, however, that you may not
be ableto use all of the functions of thiswebsite infullinthat case. Inaddition,
you can prevent the data generated by the cookie and relatingtoyour use of the
website (includingyour P address) from being recorded for Google and
processedby Google by downloading and installing the browser plug-in
available here: https://tools.google.com/dipage/gaoptout ?hl=en.

You can prevent your data from beingrecorded by Google Analytics by clicking
on thefollowinglink. It creates anopt-out cookie that preventsyour datafrom
beingrecorded whenyou visit thiswebsitein

future. https://tools.google.com/dlpage/gaoptout ?hl=en

You canfind more information on how userdata is handled by Google Analytics
in Google’s privacy policy:
https://support.google.com/analytics/answer/6Q042457hl=en

3. Newsletter

If you wouldlike to receive our newsletter, we require youre-mail address as well
as informationthat allows us to verify that you are the owner of the e-mail


https://tools.google.com/dlpage/gaoptout?hl=en
https://tools.google.com/dlpage/gaoptout?hl=en
https://tools.google.com/dlpage/gaoptout?hl=en
https://support.google.com/analytics/answer/6004245?hl=en
https://support.google.com/analytics/answer/6004245?hl=en

address provided and that you agree to receiving the newsletter. Furtherdataare
not recorded or are recorded on a voluntary basisonly. We use these datasolely
for the purpose of sendingthe information requested and do not pass these data

ontothirdparties.

The dataenteredin the newsletterregistration formare processed solelyon the
basis of your consent (Art. 6 No. 1.(a) GDPR). You can reuoke your consent to
storage of the data, the e-mail address and its use for sendingthe newsletterat
any time, for example usingthe “Unsubscribe’linkinthe newsletter. The
lawfulness of the data processingalready carried out remains unaffected.

The datayou provide tous for the purpose of receivingthe newsletter will be
stored by us untilyou unsubscribe from the newsletterand will be erased after
you unsubscribe from the newsletter. Data stored by us for other purposes are
not affected.

We use Inxmailto create our newsletter. Your personal datais passed on for this
purpose.

You canfind information on the processing of your data here:
https://www.inxmail.com/data-conditions.

4. Events and implementation of our offerings
(trips, digital offerings, tradefairs, euents)

A.INFORMATION RECORDED AND PROCESSED BY US

o Formofaddress,ifapplicable
o Title ifapplicable

o Firstname

e Surname

o Position, ifapplicable

o Role, ifapplicable

e Institution/Company

o Department, if applicable

o City


https://www.inxmail.com/data-conditions

« Telephonenumber, if applicable (landline)
o Telephonenumber, if applicable (mobile)
o E-mail address

« [P address

o Ifyou provide us withfurther personal data (e.g. passport details) when
taking part ina businesstrip or delegationtripor ajoint company stand at
any other event abroad, for example, we will use these data solely for that
tripor event.

B.DATA PASSED ON TO THIRD PARTIES

We will only pass on your personal data toexternal recipients withinthe EU orin
thirdcountriesifthisisnecessaryinorder toprocessyour request, you have given
your consent or thisis otherwise permittedbylaw.

C.STORAGEPERIOD

We store your personal data only for aslong asthisisnecessarytofulfilthe
purposes and there are no further statutory retention periods that make erasure
impossible.Incases where consent was given but the purpose nolonger applies,
we will store your data for no longerthan Syears. In the event of an objection, we
will nolonger store your personal data.

D. PHOTOS AND VIDEO RECORDINGS

Photos may be taken and videorecordings made duringour events. The images
and audio are used by BW _ifor PR purposes, e.g.for publicationin print media,
online or on social media. Please let the photographer know if you do not want to
appear inphotos or recordings.

E. WEBINARS AND DIGITALTRADE FAIRS AND EVENTS

We use software solutions fromuarious providers whenimplementing our digital
offerings. Therespective providers are responsible for the processing of your
data. You canfindthereleuant data protectioninformation here:

CiscoWebex: https://www.cisco.com/c/en/us/about/legal/privacy-full.html

Edudip: https://www.edudip.com/en/privacy

Microsoft Teams: https://privacy.microsoft.com/en-US/privacy



https://www.cisco.com/c/en/us/about/legal/privacy-full.html
https://www.cisco.com/c/en/us/about/legal/privacy-full.html
https://www.edudip.com/en/privacy
https://privacy.microsoft.com/en-US/privacy

When usingdigital formats, data are recorded inlog files, downloads and forms
by therespective prouider. The datarecorded and accessible tous are processed
by us as part of our legitimate interest for the purpose of making contact and
performing a contractinaccordance with Art. 6 No.1 (b) GDPR and for
advertising purposes (e.g.for e-mails, phone calls and printed materials) provided

that we have your consentinaccordance with Art. 6No. 1(a) GDPR).

S. Additionalinformationforapplicants

A.PURPOSES AND LEGAL BASIS FOR PROCESSING

We processyour data for the purpose of managing applications. Thelegal basis
isArt. 88 GDPRinconjunctionwithSec.26 BDSG (new)
[‘Bundesdatenschutzgesetz”: German Federal Data Protection Act] as well as
Art. 6 No.1(b) GDPR, where applicable, forthe preliminary steps foror
performance of a contract.\We canalso process your personal data ifthisis
necessaryfor compliance with alegal obligation (Art. 6 No. 1(c) GDPR) or to
protect ourselves against legal claims against us. The legal basisis provided by
Art. 6No. 1(f) GDPR.Ifyou grant us express consent to process personal data for
specific purposes, the lawfulness of such processingis ensured based on your
consent pursuantto Art. 6 No. 1(a) GDPR. Any consent granted can be revoked
atany time with effect forthe future.

If you enterintoan employment arrangement with us, we can process the
personal dataalready receivedfrom you for the purpose of the employment
arrangement pursuant to Art. 88 GDPR in conjunctionwith Sec. 26 BDSG (new)
totheextent that thisisnecessaryforperformance or termination of the
employment arrangement or to exerciserights and/or meet responsibilitiesto
represent employee interests underalaw or a collectively bargained wage
agreement, a company agreement or a work agreement (collective agreement).

B.CATEGORIES OF PERSONALDATA

We only process data related to your application. These can be general data
relatingtoyour person (name, address, contact details, etc.), information
regarding your professional qualifications andeducation, details onyour
professional trainingand other data that you provide to us as part of your
application.

C.DATASOURCE



We process personal data that we receive from you by post or by e-mail when
you contact us or sendan application.

D. PASSING ONDATA

We pass on your personal data withinourcompany only tothose areas and
persons that require these datato fulfil contractual and statutory duties and/or
to preserue our legitimate interest. Otherwise, dataare passedon torecipients
outside of the company only to the extent permitted orrequired by statutory
provisions or required tofulfillegal obligations or where you have granted
consent.

Your data are passedon to thirdpartieswithinthe EU and outside of the EU only
ifthisisnecessarytofulfilthe purpose of processing.

E. STORAGE PERIOD

We will store your personaldata for as long as is necessary tomake a decision
regarding your application. Your personal dataand/or applicationwillbe erased
no laterthan six months afterthe application process has ended (e.g.
announcement that your application has been unsuccessful) unless alonger
storage period islegally required or permissible.

Beyond that, we will store your personal data only tothe extentlegally necessary
ornecessaryinthe specific casetoassert, exercise ordefend legal entitlements
for the duration of alegal dispute.

In the event that you have consentedtolonger storage of your personal data, we
will store these inaccordance withyourdeclaration of consent. Erasure will take
place afterno more than12 monthsin such cases. If you have consentedto
processing of your data (e.g. for consideration of your applicationat alaterdate),
you can revoke suchconsent at any time by sendingan e-mail toinfo@bw-i.de.

If the application process resultsinemployment, anapprenticeship orinternship,
your data willinitially continue tobe stored and willthen be transferredtothe HR
file,tothe extent necessaryand permissible.

F.RIGHTS OF DATA SUBJECTS

The samerightsas inc) of this statement apply.

G.NECESSITY



The provision of personaldata as part of application processesis not prescribed
by law or contract. Thismeans you are not obliged to provide details of your
personal data. However, please note that these are necessaryin order to make a
decisionregardingan applicationand/or to conclude a contract inthe event of
an employment arrangement with us. If you do not provide us with personal data,
we cannot make a decisionregardingan employment arrangement. \We
recommend that you only provide such personal data as part of your application
that are necessaryinorder to processthe application.

6. Using Microsoft Office 365

Microsoft Office 365 is a productivity, collaboration and communication
platform for individual users, teams and networks that can be used across
different organisational units. Dataprocessingtakes place pursuant to Art. 6,
No. 1. (f) GDPR.

Personal data are processed when using the platform. These data privacy
provisions explainwhich personal data are recorded by Microsoft and how and
for what purpose they are used by Baden-\WUrttemberg International.

The serversused toprocess personal data are connectedto Deutsche
Telekom’'s networkand are located in Germany.

A. SCOPE OF USE

The following apps are used as part of using Microsoft Office 365:

Microsoft Teams

B. CATEGORIES OF PERSONAL DATA

Certaininformationis already processed automatically as soon as the Micros oft
Office appsare started. Thisincludes:

Category Personaldata Datasubjects

Name e Firstname Employees, customers,
e Surname suppliers




Professional contact e E-mailaddress Employees, customers,
details e Telephone number suppliers

e Mobile phone number
e Faxnumber

Externaluser e |Paddress Customers, suppliers
recognition e Role and job description,
if applicable
Internaluser e |Paddress Employees
recognition e Accessrights
e Role and job description,
if applicable
e Encryptedpasswords, if
applicable

C.DATASOURCE

Personaldata are processed in Office 365 as a result of Baden-Wrttemberg
International’s business processes. Microsoft likewisecollects datathrough
interactionswiththe apps. Some of these data are provided directly, and
Microsoft gets some data by collectingdataaboutinteractions, use and
experiences withthe products. The datacollected dependon the context of the
interactionswith Microsoft andthe choices made, including the privacy settings
andthe products and features used. Microsoft also obtains data from third-party
providers.

Furthermore, personal data from 6. b) can be processeduia otherinterfaces such
as Webexor CAS plug-ins (other systems).

D. DATATRANSFERTO THIRD COUNTRIES

Microsoft canaccess andprocess these data, includingthe interactionand
diagnostic dataas wellasthe content of notices and files. Thismeans that data
are transferredtothird parties instead of third countries.

E. DATASTORAGEPERIOD

Baden-WurttembergInternational stores personal dataonly for aslong as is
necessary tofulfilthe purposes — unless further statutory retention periods make
erasure impossible —or for no longerthan Syears. Login data and IP addresses




are erased afterno laterthan 30 days. In the event of a justified objection,
personal datawillnolonger be processed.

Microsoft stores personaldatafor aslong as isnecessary to provide products
and complete transactions requested or for otherlegitimate purposes, suchas
compliance withlegal obligations, dispute resolution and for contract
enforcement.

F. RIGHTSOFDATASUBJECTS

The samerightsasinl. c)and d) of this statement apply.



